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Introduction

• California Consumer Privacy Act (CCPA) Overview

• Data Breaches and Penalties

• Methods to Simplify Compliance

• Q&A

Questions throughout – use the chat panel.  Email info@baffle.io, harold@baffle.io
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CCPA Overview
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CCPA Timelines – Key Dates

January 1, 2019

Consumers can request 
information going back 

12 months.

January 1, 2020

CCPA goes into effect

July 1, 2020
Attorney General will 

delay enforcement for 6 
months

Consumers can request 
specific information on what a 
business has collected in the 
prior 12 months and whether 
information was sold to a 3rd

party

Law begins to take effect
AG will delay enforcement, but 

consumers can still file 
complaints once the law is in 

effect.
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$25 million or greater in
annual revenue

Is Your Organization Affected?

Applies to for-profit businesses that collect and control California residents’ personal 
information and meet at least one of these thresholds:

Collect personal information of 
50,000 or more California 
residents, households, or 

devices annually

Make 50 percent or greater 
annual revenue from selling 

California residents' personal 
information

*Non-profits and smaller companies won't have to comply.
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• Personal information is defined under the CCPA as “information that identifies, relates to, describes, is 
capable of being associated with, or could reasonably be linked, directly or indirectly, with a particular 
consumer or household.” The definition is broader than the GDPR.

• Provides standard examples that include the following (partial listing): 
• Name
• Social Security numbers
• Drivers’ license numbers
• Alias
• Postal address
• Email address
• Passport number
• Purchase histories
• “Unique personal identifiers” like device identifiers and online tracking technologies
• Online identifier Internet Protocol address
• Biometric information
• Geolocation data
• Professional or employment-related information
• Education information, defined as information that is not publicly available
• Inferences drawn from any of the information identified in this subdivision to create a profile about a consumer reflecting the 

consumer’s preferences, characteristics, psychological trends, preferences, predispositions, behavior, attitudes, intelligence, abilities, 
and aptitudes

CCPA Personal Information
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• The CCPA excludes information that’s publicly available, such as property tax data from 
the government records or otherwise publicly maintained.

• The CCPA also excludes aggregated data, as well as medical or health information 
collected by a person or entity governed by California’s Confidentiality of Medical 
Information Act or Health Insurance Portability and Accountability Act of 1996 (HIPAA).

CCPA Personal Information
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• Your company is responsible for any third parties that house your data or your 
customer’s data.  This could include vendors doing market analysis, billing services, 
customer service and support. 

• This will add more of a burden to perform third party review and risk assessment and will
require contract review and revision.  

Third Party Risks
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• What information are you or your 
3rd parties collecting about them?  
What categories of information?

• How that information is being 
used?

• If information will be shared and 
with whom

Consumer Rights under CCPA

Right to Know Right to Be Forgotten Right to Control

• Per consumer request, 
companies must delete all 
information about the
consumer

• Some exceptions apply, limited 
analytical use cases, some 
research scenarios, aggregate 
data, HIPAA data

• Consumers can opt out of the 
sale of their information

• Companies must present an
option for consumers to opt out

• Consumers cannot be 
discriminated against for opting
out
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Data Breaches and Penalties
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• CCPA provides a right of action to individuals for data breach incidents. 

• Consumers may sue an organization if it was found that the company was negligent in ensuring that 
proper cybersecurity safeguards were in place to protect consumer data. 

• Consumers may receive between $100 and $750 without needing to prove that they were harmed in 
the data breach.

“Any consumer whose nonencrypted or nonredacted personal information, as defined in subparagraph 
(A) of paragraph (1) of subdivision (d) of Section 1798.81.5, is subject to an unauthorized access and 
exfiltration, theft, or disclosure as a result of the business’ violation of the duty to implement and 
maintain reasonable security procedures and practices appropriate to the nature of the information to 
protect the personal information may institute a civil action…” (Article 1798.150, CCPA 2018)

Data Breaches
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• $750 x 10000 consumers = $7.5 million

• Attorney General can fine companies $2,500 per violation and $7,500 per intentional violation.  It is 
still not clear on what will count as a violation.

Penalties and Fines
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Methods to Simplify Compliance
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• Identify the data that you are collecting and storing and shared with vendors and other third-parties

• Identify all threats to the security of consumer data

• Determine the data breach impact of a data breach and evaluate risk and probability

• Review all company policies and procedures individually and assess whether they must be updated to comply with 
CCPA

• Review and update privacy policies to comply with the disclosure requirements of the CCPA, such as to disclose 
consumers of their right to opt out of the sale of their data

• Assess whether consumer data is being collected in a compliant manner

• Implement data-centric protection methods

• Create processes to address when consumers exercise any of their rights, such as the right to be forgotten

• Train staff on the importance of data protection and consumer rights

CCPA Checklist
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Key Benefits of Data-Centric Protection

• Protects the actual consumer data values  

• Addresses encryption and redaction of data

• Easily enables the “Right to Be Forgotten”

• Requires no application code changes or architecture modifications

Data-Centric Protection to Comply with CCPA

You need to implement the correct technical controls to secure the data.  

All encryption does not actually protect at the data level.

1

2
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Transparent Data Encryption (TDE) 

Non-Data-Centric Protection TDE
• Does nothing to protect against a 

modern day hack or breach

• Example: Marriott was running 
TDE

• Anyone with access to the 
database sees the data in the 
clear

• Data in logs are in the clear

• Data in search indices are in the 
clear

• Data in memory are in the clear

• An attacker gaining access to the 
system laterally will see the data 
in the clear

• The encryption key is stored on 
the DB to decrypt all the data

• Poor key rotation support that 
may incur downtime
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Data-Centric Encryption

Data-Centric Encryption Method
• Privileged users and insiders 

with access to the system sees 
the data encrypted

• Attackers accessing the system 
laterally through the network 
see encrypted data

• Data in logs are encrypted

• Data is memory are encrypted

• Data in search indices are 
encrypted

• Supports key rotation and 
multiple key versions

• Encryption keys are not stored 
on the database

• Supports data shredding for 
compliance with privacy 
regulations
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Data-Centric Masking and Redaction
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Enabling Consumer Right of Revocation
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• Support billions of key 
mappings at the record 
level

• Enables data shredding and 
“right to be forgotten” per 
data owner 

• Selective data masking for  
different data owners
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Data-Centric Record Level Encryption
• Deployed with large-scale SaaS providers supporting over 5 billion records

• Over a dozen PoCs in progress with SaaS providers

“Customers are demanding support for Bring Your Own Key (BYOK) to enable ownership of 
their encryption key material and have control over their data with revocation rights. Workiva is 
building AWS KMS key management into the core of our platform, where customers can bring 
in encryption key material and manage it, and then use those keys in conjunction with Baffle.  

The joint solution requires no large-scale architectural overhauls or application changes, and 
dedicated databases per tenant.  As a result, development time is instead being spent adding 
even higher value add enhancements instead of modifying the architecture and application, 
and Baffle allows us to execute on that vision.”
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Customer Owned CMK Support - Overview

Reference: https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html

Customer 1 AWS 
Account

AWS KMS

CMK

SaaS ProviderBaffleShield

IAM Role – Allow Use
IAM Role w/ 

Customer CMK 
ARN Mappings

Customer n AWS 
Account

AWS KMS

CMK

https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
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Privacy Preserving Analytics
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3rd Party Data Access Control
USE CASE

Vendor 1

Vendor 2

3rd party organizations can be 
granted granular access to a 
subset of a data store

1

Companies better control access 
to data enable a centralized 
informational model

2

Table/Col 1
ABC Key

Table/Col 2
XYZ Key

Key Benefits

• Organizations can control and 
minimize data sharing via a 
centralized data model

• Rather than spend time vetting 3rd 
parties via questionnaires and then 
giving the your data, allow them to 
securely integrate into your 
centralized data management 
structure

• Achieve the benefits of sourcing 
specific operations, without 
compromising your security 
posture
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Cross-Party Data Sharing
USE CASE

FinServ Entity

Telecom Provider

Two entities believe that sharing of usage and access 
data will enhance fraud detection1

Privacy regulations and security policy 
prevent sharing of customer 
information

2

Shared usage data 
encrypted. No IDs in 

the clear

FinServ Customer DB

Telecom Customer DB

SMPC for computation
and analytics

The shared data store is 
treated as an untrusted entity, 
but still allows for encrypted 
queries and operations.

3
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Anonymized Threat Intel Sharing
USE CASE

Key Benefits

• Participating organizations encrypt 
threat intel before sending to a 
shared repository

• Threat intel application can analyze 
encrypted data from all 
organizations and generate 
valuable insights to benefit all 
participants

ABC Holdings

ABC Key

XYZ Bank

XYZ Key

Organizations use their own 
keys to encrypt their identities 
as an information source

1

Companies use a shared data store 
with IOCs and TLP controls for 
sharing and analytics

2
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Q & A
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Events and Resources

Dec 2 – 6, Las Vegas

Book a meeting: info@baffle.io

ITGRCForum: Critical Steps to Manage CCPA 
Compliance and Risk, 

December 17, 2019
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Events and Resources

ALE Simplified White Paper Privacy Preserving Analytics

https://baffle.io/simplifying-encryption https://baffle.io/gartner-cool-vendor
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Thank You!
harold@baffle.io


